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Differentially Private with Sparse and Smooth Self-Distillation
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(School of Information, Renmin University of China, Beijing 100081, China)

Abstract: To mitigate privacy leakage risks in deep learning, numerous studies utilize differential privacy techniques
to train neural networks. However, substantial performance degradation is often unavoidable. To address the privacy-utility
trade-off, we propose the differentially private learning with sparse and smooth self-distillation (DP3SD) method, which le-
verages dual temperature scaling to enhance the utility of privacy-preserving deep learning. Specifically, DP3SD proposes a
dual scaling loss function composed of a sparse classification loss and a smooth distillation loss. By incorporating a lower
temperature into the classification loss, the class prediction distribution of student model is sharpened, thereby reducing the
influence of low-probability classes that are likely noise-induced. Conversely, applying a higher temperature to the distilla-
tion loss, the prediction distributions of both the teacher and student models are smoothed, thus promoting stable and effi-
cient knowledge transfer under differential privacy constraints. This dual scaling mechanism, under strict privacy guarantees
through differential privacy stochastic gradient descent, facilitates the student model in progressively enhancing its learning
from the teacher model while simultaneously alleviating the perturbations caused by privacy constraints. By extensive exper-
iments on three public datasets, we find that DP3SD can effectively improve model performance while ensuring rigorous da-
ta privacy.

Key words: deep learning; differential privacy; privacy protection; knowledge distillation; stochastic gradient descent

Foundation Item(s): National Key Research and Development Program of Chnia (No0.2023YFB4503600); National
Natural Science Foundation of China (No.U23A20299, No.U24B20144, N0.62172424, No0.62276270, No0.62322214)

Wi H 11 :2025-02-21 5 s H :2025-06-24 5 57 4T 2t 4 - F M4H
M IHAEE : BRLT



%9 OER A% TR L1308 1 280 9 22 70 BRRA TR 2 2] T ik 3311
1 5|8 L7715 AR BE T8 70 FI v e AS: £ B 80 5 O N (A1

T Y 1B 9K 3 A e IR IEE I B Iz N
AT BESFIZW AR B 3h 2 5l 8 2l LA
AR GAAR N 25 7 S S AT I, 1R HE Bl N T R ek
R OEAR . IR, TR 27 > R L8 O A
) BB HE HEA TN 2 S A F o R T2 ax SR AR A AT
B JC I I I I 1 & U1 R a0, DT 5 S80™ H 19 B2 A
JAURS: . B, 2E KB AR R o A TG
HCH FH P 0 R AR L 7R R TSR, B A 1k 4 ik
J AR TR 2 K A P P 4 D B R DR, T
FEARBE R B 2 2 B RU AL B A [, A 85 OR3P F P B A
CL IR TR B 27 ST RIFSE 55 I i 23 A A ) o 2 )

ZE S BRRAS R VR B 2 2D v iz R, o ES B
REBA DR 0 5 Tk W AR T P A B s 2 A5 T
BERVYI Sk . oAb, W90 R I < 22 43 B AL B Y B A% A5 24K
0 22 R ol A 455 B OB 8 L A T e B
B P

TEVNGRIR 2 ST BRI, O T Wi PR BRFA , 2297 B D
Kjﬁ*ﬂﬁ%g?[‘%(Differentially Private Stochastic Gradient
Descent, DPSGD) 73 g 9l 7 vz i 1] . & 308 1o 0 b 6 it
HU PR BERA  — X S U A e B A 7 3 59
AT 20 BN B AR XA R 1] 5 () 52 ) 5 — 3l i i A
e TR HE T AEAS Y TTRR L E— 2D B IR BR AL R R
& DPSGD RS A SR L B AL PR B, (LI 75 1 5] A 23 B
TRBAIPERE . Sy T 7EA FREYFRFATISE T LA A e
UTAF SR AR 250 0 T A 11 st A o A v A A
ST Lk A Ay AR T RN RN rh RS i
aob g e )G A S S B AT RS BRE TE AN Y
JNBEFATEE AN 0T, BRI ARLAIZ AL RE T . SR, X

B SARRRRARRAR LU T3 SR A7 A — RE R PERE2EHE

2R R RS 7E AN IR R R AR A RS LT
F PR A Bl i 32 THZ AR RE ) . AR SCIRR T H 7818
T8 22 47 B AL PR AP AR AL e i I3 VS ), R A 1 2 Y
Je , ol P TR A A DRy AR TR 2 Sk A A Y
FAHAE . 9 T 4/ B AL 5 AR BRORASE AL 22 ) f) 1 RE 22
AR SO v T A A A Sl O R A 25 70 B AL TR
BE2E T BT 22 0 BREA G BT i A 25 18 (Differen-
tially Private with sparse and smooth Self-Distillation,
DP3SD) J5 ¥ . DP3SD i iz XU B 4 O 4 1 — A Hi i
V-1 E 2 R HE SR R R R S B i R
P, Wi B TR P RE . B MOR L, DP3SD 255 KR
JEETI B 73 A0 A R R RE T - 0 2R R R R ik
At . w2 AR IR Lo O Al o B vh B A
e BT BE R, BB IAhy fe A T AE L A T Y
O] AR AR S AR AR LA A g AN AT B H BEAY
ZEON) 3R AT b BN B R L iRl 1 BT
718 0 S TR TR B IO T 2R A0 T L i i W
SR T 53417, DA T/ ER M 3R 2 531 4 520, X 26
AR AR AT BE S R MR AR 5 RS A . AR S, o A v P LB
N FH T ZR AR AR 2%, AT LA 00 R 2 A AR R ) T 43 A
AT, N ITTTE 22 43 BRFA 29 o S IR 2 Homi sy
YER . BRI, DP3SD 3 A Xk 45 UL 5530
TN e S o & S i s SR A 3 | BN T e
TR AR G T RIRITE R ALY R T I B 5
S TR P, S A B R A R 1 200 e A 5 &% L T
PRI R B AL (032 AL RE 7 . 308 3 o s i 2 T 3
ML ah & Rk , DP3SD SEHL 1 BRI 5 B Fh PR 4
Z ) AT A

1.0 1.0 1.0
08 [ 08 [ 08
s 6T 5 06T 5 0oF
ES = ES
04 | 04 | 04}
02 02 | 02}
0 0 0
0 2 4 6 8 0 2 6 3 0 2 4 6 8
ES/] ES] ST
(a) 7=0.3 ) t=1.0 (¢) =2.0

1 FER )R B4 T A 48 BUE T PR 43 A AT LA

ASCH) FE BT

(1)1 HE UL 4 J3C A0 2 PR B, F 48 el AR L 4% 71
) B S A0 2 R Pl e TR 5 | ) SF- ZEARAR A L X
AR B 448 AL ] B8 6% 76 TR B 2 > 1 B RA DR 3 AR 7R

BONZ R T4

(2) T BURLE AR L] Fa i T — RBP4 A
ZRMRAESE . R w TE A sV DA il B 2 A R A 2t
T8 PR IRA, ARG A RS FATUA, 1ol 1 A



3312 H, T

EE 2025 4F

AU .

(3)FE =AANTFEIESE LS g 85 R A SOy
EAEAR R BRI AT, 0 T30 B = Fh AL 5
ELA W A AR

2 EHaisiB5HEXITIE

2.1 E5EFA

243 BRURL R — A S A B HE AR T SO
EACEE AR . B A AR B i A SO R AS
2 B E BUBATAT Ay Hr 2 S, I ST i A B RA PR3
Bi7 LA B 3 () ik . BRI 75, 22 43 BeuRhJE Ao 445 il e
T SRR A IE RIS RN NMER RS S S
AR i 0 oA LT A — 350, DA DR~ 14 B A

AR P2y BRRLIN R T A

— AL (e, 6) 22 B AL, 2 BACY X FARE
P~ HA 22— oo R B MAE B4 D, D' e D", DL Bt
IEScR AT AT

Pr[A(D) e S]<exp(e) xPr[A(D") eS]+d (1)
K, e p— AR SE TR GIE L MR AU 38
I e AT R A BRFADR P, (H PT R 233 R A5 R 2%
SRS BRIV DL /N TR S A/ N (B8, DU
PR BEURATHE 6% A2 AT LA Z g AN T

BT 2250 B b, MBI A 2 Rl R AR P AL 4 )
ZAEGE, LATE N R [ R B TR SR . Bian, TR m
WHRN VR I B A R R A
BT R v ) R 5 BB 2 o 3 et A R R )1
TR AL, DARAS -0/ D B R itk i 1 AU, I3
WA 2 RS Z e 2 )it R AU DR T 2 4
PE. BRI, X7 A4S A AR R PR - Rl S % 1+ 58
FEES LR, ME LA FH T R AR A 26 0 45 5 IR 2 ) Wl 7
AFRCR R G5 M P RS 1 B RA DR B 7 T AT 1T G
PR . LT, 220 B HA T LA M A S A BN AR
PR FEURBE 24 > W 28 By AR 5 4B, DRI ik 4 i e
EMINES
2.2 ENRMREES

R T AE VN GRS ASE R AR  B L, e LAY
SR DPSGD. DPSGD i it 7646 5 rp i AR
BT A5 0 BEHLAS B2 R B, AR 9P 2 5 111 25
B BN BRSO B AL . 7E DPSGD Hh A J3 1 5 g
2T BT B WO TSRS . B R B B T
A ) B — 0 X A TR B 1) 5 2 A PR A, DA B
il TR BE A RO . TR b R R BRI g, R
5575

c
< g,-min |1, (2)
88 (|@J

T SEBR2E Sy B RL , MR P S N B R 5T I A A 1
Hh L MR R R A BA(E R O bR 22 5 T B0 B B A
SRR A R ST . R BB g, B 07

gzgt+N(0,02C21) (3)
Hr, o RS 280, T4 SRR LT R B FAZ (8] /Y

SR

VT TR R B R0 2 23 2k AT v S0 B Sk TR A
B, H 25 A TR RE I B AL RSO L K 2 AR
WA R BEEAT IR . SRR O i AR AR I it A A
I A H B ARG A AR T LA T & A . Sk T R4S B
% 10 BEURA S BIR 38 R FH 40 Renyi 22 40 B2 FA (Rényi Dif-
ferential Privacy , RDP)"" si$0fl & k45K . A
T IR BT O RN T A X 9 2% 14 22 03 B AL B A
7R HE T 220 BRFATR BE 2R T (i E— A R R
2.3 HRZEHE

TR ZEAE S R R 2R S R iy — Rl R R T
PR — AN B AT 2% AR (Gl R Ol U A
) 6 B — A /IN B GG AR Ry 2 A PR ). 7
HIRZE IR, 2 AR R AG GE i AR 25 rh 2 o] |
I I ASE TR0 A o ) T ARE 3 v 2 ) L OIS AR A
) TR ABE A & T G T 2R B Z [ AR X 22 SR 205
B R R 2R A AR BRSBTS (4T ok, T
R EA R N IS O, BB RS AN M BE

IV ZEAR 1 bR e d5e /N 2 A AR A 2 A A5 7R gy
22 18] B Kullback-Leibler (KL) BURE . 1R ZE 13 451 2k
;i
p?

Lp=KL(pp') = >, pjln (4)

FH, p il p* 3 ) Ry AR IR R 2 A AR AR (%) T A 2R
Aii . BRI pl A p: 43 500 2800 RE AU 7 A R
A JE T A U AE 2 43 A

SRR ZEIRASIR] , F 208 A 0 A R D 2 A AR
ot FFI R ] F et 22 ) £ ey . — BRI 51010 ) 2 A
RUA BV A 200, R B 04 1R R R TR AR 1)
fie . St [ 2808 L O AR L, DP3SD J5 ik K A A
HI— 48 10 S 800 R B — S VIR TT LR I A B0 7Y L X
FR AL 7 ik BENS sh S M =) HAR , T HE BRI E
3 Ak

A SCHE 9 DP3SD J5 vk, il 2 ir s . 7€ DP3SD
Hf F DRGSR R TR AR R (IR 2 A R AR
225 BRORARE ML BE T M E 171125 . DP3SD Jy 2R FH AL
TR FEE 448 A TR W, 30 o 9 R R S R (IR AT B TR
20 VR AT R 2SN, e R WA 7R 1 ) R g e P 1L
SRR IR L R R A 0 TR R T e e e, Al



o9 1

OBR IG5 - ST - 1 A AR TR Y 22 0 B RA TR 2 ) J5 ik 3313

LA it e B 3R 2 ) By J000 A, DA Tl 2 R R 23R 2 1)
R R ], 3ok SE TR AR S ) AT BE 2 P MR S R Y . AR
R 50 v 8 L R IS T T 28 R, T L8 0 R = A A
B0 T S0 A AR A1, AT AE 22 3 B AL 29 ST S 9K
e HLa s RiRiE R

HOTHR 6,

k-1 IDKL(R [Ip)
7>]
0,
1?'!!
[¥]2 DP3SDHEHLA

1 2 4 WA RA TR B 2% 33 v 9 B RA B S VA ki
AT, RV TT S A I G e 2, A% SO A
PEALZE AR R r 25 K 1 56 | AP BERA I of
SRR AT 565 b U 2 AR 5 . 0 FE o A 7 500 Sl
WSO | 05 A 30 5 S 5 OB P G 4T
RSB0 R 22 A B R A
3.1 EEGE

A — AR BRAE Dtk B C AR IRIZERI
FRUESCBVALR . SO R D= ()| ST N
TR 1 KN AN S 4 2SR AR Y, B Y =
Ay RTHRA 1.2, .C).

WF— A CHIAHRIT 5 A B i 2,
i A IIRER p, i XN

;,. = Softmax (% )

DPSGD

z,/t

€

e
zez(/r
c=1

A,z HIRESE. BURM - (2 FBOEBL R
AT TR R B4 L2 A S S B R 0 A

N T U8E DPSGD 51 B W 2N, AR SCBE B IR
FOTRLEE 28, < 1 SRR 27 A ORY B0 i 1 A T 4. AR
F18 il 2 e AR ) i o AR L, S v MR 20
0 TN 245 2R, 220 T BE R phy MR 7 5 S ) fERABE A< 2 51
S S 9 e PN RS /N W

Lee(pey) =—; yiln(Softmax(;)) (6)

(5)

A,z = f AR A 5y i LSEAR R s p, i 1 i
FHAR A B 48 Y softman bR EICAS JICI8 s i ARE 2% 43 A
X A5 PR 0Bl R R G T v A R A T, BT Dk
AR AR HE TS O B R P R

B 7 B2 A SR A, S T kDA Y B 2
A AR ) SRR 3 SN 280, AR SCHIN T - 2 1 4
K. AR I RE AR SCRE TR s IR «, > 1R X
Ui 2 AR AR ) softman 4 HH BEAT P30T . P H Z28 IR AR %
TE SR IS TR A1~ A A TR - 3 g 1 22 ] 7 KL BRCRE
S

‘CKL(q”pt) = th ‘KL

Softmax (Z’ )

t

Softmax(i“')) (7)

B g, b ORI (5 57 Y i 1 p, Sk 2 2 AR 1 T 9
S 18 3OO Y 2 A 2 (R A 2 TR L 1 3
VTS 750 (10 6 5, DA T A 850 4 2 R T 25 59 22 1l
(1956 2 . 0TSSR A A PR AR I (UL EEE L 7T LA
(A 43 A 9 — SO | AT TS R (R

DP3SD i S A 2 R BUR TR B 43 28351 2 AP 2
R AL AL A L S

L=a Lo(p.y)+(=-a) Ly(qlp,) — (8)

Rf a0k — TS P B R B
NP AT . S 5L, 38 SURRHR 2 AiE T 2 A R A 11 25
b TR o B R S R L T 1 25U 2K R T S0
HE 2 AL 2 B 22 B L W 152 A RE S B0k 1 0 1Y
AR TR T 22 43 B A TR B 2 ST ARy st P

LT T L G0 R S v A A A
B Be 1 AGE— I B 250, LAV 5 MRS IR 11 1 b
SV . TR SO H DGR JEE 4R OHLAR] 75 22 43 Fa A
BB ST T AR X482 5 24 BRI 22 AL T L
AR A R . — T B IR A R
S8, B T4 AT B T3 Ak B o i
125 13 4% 590 ¥ 0 7 13 BT 40 7 R M 7 5 [ 0 1
MR T 4 5 53— T L 4 7 T UL 5 8 o, P T4
SR AT - H 0 5 2 MR (0 1 A, 6 9
TR o 2 6 24 0 R B HEERE 7 . B 25 AN AR b FR
AR BB 12000 JEE WL JC 75 A A B RL T , B AT
ST WS S A5 1 3 IR AT 48 T AR 7
WAL RO iR e ke )
3.2 EFRHETEEEBHESERAE

£ DPSGD Je HoAs P 5 3 1515 6 A1 2ot P2 1
T LA T G L A5 20 3 T LUR A v ]
W AT I AR el . RIS — AT B Tl A AL
AT A0 B 1 RN T VA . SR T, by T30 B A
AR T 00 L k| e T — A T 2 5 AT LA e
T TR S 2 12 0P . J T IR 2122 S B« ) v A
¢ AT DUE AR 2 B RL (R B O TR T, 412 788 22 40 B A
AR F 280 . 33 3y 3 3 3 S A A A 1 B
it LA B AR R B . 5 2 B T IR AR,
AR ST B v 25 4 KA RL B S b BV | IR P R A
AFEHAR ISR B0 25 BRI . A SCHR i



3314 H, T

EE 2025 4F

T Mk T rb A0S A s Ak i B e
AT e PN E R PE . DP3SD 1y 1 2R H H Z TR HESE
Forh g A ORI 3 DPSGD HEA T U R B L B R AR i
FLRAE, A SCH S it DPSGD VIl 22 R AL, 3R 45—
ANPINGRAETY . SR 5, OIS B 25 i A > = AR AR
P8 T — V3 AR5 2R e B, DT S5 SR DI 2 A
LA IR . 5 BRI R ZE 1 J5 5 W], DP3SD J7
VA A Bh 2 T B UMY T AR A MR R . Bl
IR PEAT | Z Ui T 3 1o 2 A A6 TR f18 r i) A5 78 o AN
W R . AR R UCGE AU, BOM A A R 45, X LE R
2 T 4E S AR BRI 25 . AR SCIIRR B 53 2545 2K pRi
Bl 7 ARG S S A A5 0 B U, AT 3t
RN N S TR S e b AT S e PN
Tl P 280 A TR ) 000 o S 5 2 A AR TR ) T Ay 3 T
7, T EAT A B 0 RIS | X s 2522 A0 A 2
Uil A AR B 1 S 2 TS AR . ] s P I
Ao i R AR ) RS A R 22 0 B RA R I Ak BR AR
AR SCH UMY I B AT SIS R BRAATH AR . i ke
i 1 P T P DI 35 285 552 Ok, DP3SD 7 1 ALY
Bl 2 A BT i/ W P Y S i 1 RE S AT R A
UL Hh e ST R, AT B THEL R O PERE . 3005 1 0%
P R AT 1 A A .
Wik ETESRBORRTRERBOPSD)
BN BUIRAR D2 ) 3 s L] o B PR BE A E 2 M 1, 7,
YR KAt B
W 220 BAAAE B SR 6,
WIta At BERLRI LG A2 R R 24000,
FOR k=110 Kdo
SO S8 0, 01!
FOR HUdR4E D H M R4~/ i B
T  A RRRY (R, T A
ps(x,.) =f(€s,xi,rs)7 Vx;€B
THEHOMR A1 0 53413
pT(xl) =f(0,,xl,r,)7 Vx;eB
TIOR8 0 A1
ps(x,.) :f(QS,x‘.,r,), Vx,€B
HEA U Lo proy)
R ek PN L'K,_(ql,p,)
HHEERK L=aLlp+ (1-a) Ly
Vo,

WIHBIE g, = .i€B

| 1,c)

.....

e e ” 1 ~
BNEFE I H S5 08 eé—n(g > g +N(0.6°C?I)
ieB

END FOR
END FOR
RETURN 6%

3.3 [BEFASH

TE DPSGD K HASA I B FA BT b, (6, 0 ) B AL T
ST R AL A AT A Y I T T R
FESE B BRL ORI, LA R Z2 AR P A 3500 . 75
BUE R, B A R TEYI it A Hp AR ) A e )
BEAY 1 BRI REBR A A )AL AT 2 Dk 3 4
IRBRAL U, TCIS I 75 R A e 2 . AR S )y
BB AARIEYR H DPSGD 22 Bafh @ v . il T2k
PR E I DPSGD #EATYIZRAY , 2T 220 B RA ) J A 1
(8 R (R ASE R kg sl 25 S0 AN 23 38 T & &1 4 B A
A, PRI 3 A 3 R (€, 0 )-22 73 B R HE S .

EIE1 (EIEW o,y 1575 25 58 RAEHE R
g= 2 RBEARUH THINBLT , 4075 R o AT
SAFIE AT E e<c, TR 6> 0 MK T 52
(6,0) 25 BaFh .

g/ TIn(1/9) (9)

€

1T DPSGD Il 2545 2 B S 400 0 2600 2 25 7 B
FORIE , AR 3 22 43 B FA B i A B 5, AR SC 4
DP3SD J5 2k i) e 2B 4 (R AG J2 22 4 BRORAEESK . 4,
AT BRI ST 222 R T AR I o AR bR & A v ) A R
AR FAE 3. X SERfF 5T 3R B . & A DPSGD Il Zrad 72
S R TR i ] e R B e 1 o Y o NN S
S5 22 (6] A AU R BRAEL . A SO A 2R A
SO SRR T 3k — Bk, 3 B AT REAFAE BT = RIOR) B RA
A=K

4 I

9 T B UE AR SCHRE B DP3SD Jy ik A AT R L AR S
T2 =AEMG AER A F T T2 sk IR G E
FAMES i AR 78 B 045 & (Mixed National Institute of
Standards and Technology, MNIST) 5] b IR A E kR v
53 AR5 BE S I (Fashion Mixed National Institute of
Standards and Technology , FMNIST) "'l CIFAR-10( Ca-
nadian Tnstitute For Advanced Research-10)77), 7% 3¢ &
SOPAL TR B R AR AL R PR BE , 94 DP3SD U7
B RN R AR BEAT TXE L - DPSGD DPEMA
(Differentially Private Exponential Moving Average ) I
2243 B AN IR 2818 ( Differentially Private Knowledge Dis-
tillation, DPKD) **'. piy AR SC A4 ) B 5 v ANt AR S
SOPAPIR€/ i PO R R U R FAS R €11 SIS QI
Y B2 AL 2R & (Private Aggregation of Teacher Ensembles,
PATE) "™ 45 07k, RI-AT LA . [RIRE , SR AE TR
ol B AR R 285 g 0" 14 7 32kt R A 35 AR S % L 71
. AR SCEC Y 322 H AR AL DP3SD 7ERIIE2E 73

o=c,



o9 1

OBR IG5 - ST - 1 A AR TR Y 22 0 B RA TR 2 ) J5 ik 3315

AL B[] st 45 A 750 o 0 P A 38R, A SR IE LA Sy B R
PRYEREE 27 21 J7 B A . AR SCAY SE 50 34 T Pytorch
LRI Opacus £ FESEEE .
4.1 KERE

MNIST F FMNIST 240 & 10285 B 4 , B4
B AR AL 7% 60 000 5K I i[548 F 10 000 72 B 44
X T A B8 4R G AR Y Ok 28 x 28 [ K BE R, Horp
MNIST % 1 F T 5 $0% , i FMNIST ) 58 £ 15} i 4
fn . CIFAR-10 4275 60 000 7 32 x 32 [ % (&4, A4
A3 R 1042511, Hirr 50 000 9K F T4, 10 000 7K FH T
. HZE B CHL R shi % .

ASCHE B DP3SD J7 EAE S —Fh TR it A
P4 PR AR AL, AR A AR N 48 25481, T Tz
EH T RIREE R/ ACKAT OpacusE:F
PR 28 288, % MINIST AT FMNIST #5842 |, 4 s
R 2 G BUZ R 228241 . X CIFAR-10 %%
e AR SCRA & 4B RUZ AN A2 R

X BN R KN, C RN BT B, T E
R o FoNRES R RIERTFIT R0, BN AR BT (8
AR e, A SCTE TR R 4 R K C IR
0.1. XFJ MNIST #4li £E , 280 B=1 200,7=0.8,7,=
0.1,7=5,0=0.1. fEAEFERLIIZR P B0 258 5 60 #6311 45
JE IR E] T 0.992 fYHERG 2 . X T FMNIST 54 45 , 54
WE N B=1600,7=3,7=0.3,7=5,a=0.3. #RIZ 1t 6045
YIZRJEIRE] T 0.898 (I HERAF . X T CIFAR-10 54 4%
SR E ] B=1 000,4=3,7,20. 1,7=5,a=0.3. FiHI %1t
100 5 V255353 T 0.825 HYHERH = .

DPSGD 337 24 22 73 B AL 51 AT BE 24~ 1y — Fif
LA 7 v 30 A 0P B AT Bl ok AR R B BL . DPEMA
AR 3 1 B A DPSGD A HR ) 46 4 s 28k, IEH)
BA TS B AT HEWT . DPKD 8152838 i MR 2518
ARSI BRFARY. ER WAL R 1 5, YR
— A HA 220 B AL UE B ZOM AR 5 SR 5 | K i A A
R R IR R B 2 A B
4.2 KPHER

R T RN AER PR 5 BRORAZ (R A AR , 3% 1 R
TR o e B RRORA AR AR AR B L L AN 1 BTR
DP3SD J7 7 7 AH [F] ) B RA TR T Uiy 22 3¢ 30+, o v 11 o
Bk . Blan, 76 CIFAR-10 B4l 4E L, MR FAKF =3
B, AR SCHE M A% DP3SD J7 i3k 2l T 63.34% R HER %
T ZF , DPSGD B HEHH 34 59.99%, R T 3.351
H 4% 5 . DPKD K 56.19%, B T 7.15 4~ & 43 44, fif
DPEMA 4 61.62% , )i/ T 1.72 /4 H 43 4.

X e ZE LA T DP3SD AE AL ) FE E A B L ah
H 7618 5 2y AL G 4, DP3SD ) FH [y 5 B A0 4G A o5
YRR, SEEL T S S R TR . % TR e TR R

HE A% B AL PR R 9 [ B, PR B T 2 R B, AT 7E
A 7] B BSURA T4 R TR0 (0 B 1 . S5 Ge a8
T8 7 % T B Bl (%) 280U A TR i AR 2 A1 B R TR N
] , DP3SD 7 JC 7 58 I B RA T 85 A 1% D0 T #8214 7Y
AT A

F1 EFARRFET, FERSEE FAREBERLL 0%

Bl 4k ik e=1 €=2 €=3
DPSGD 95.51 96.46 97.01
DPKD 94.31 95.59 96.88

MNIST
DPEMA 96.63 97.51 97.93
DP3SD 97.21 97.95 98.42
DPSGD 81.29 85.28 86.13
DPKD 79.58 84.66 85.85

FMNIST
DPEMA 82.54 86.06 86.91
DP3SD 83.22 86.53 87.68
DPSGD 48.47 55.05 59.99
DPKD 46.91 52.58 56.19

CIFAR-10

DPEMA 51.68 58.51 61.62
DP3SD 52.36 59.87 63.34

T IR B

kT VLU R AR R A I Sk AR b A
B, S 2l T DA A S B R A i
WA 3 s . SCg6 25 5200 . DP3SD AMUAE Rl _EAR
T DPSGD .DPEMA F1 DPKD , if GEG% B P kb ik 3048 25 114
HERR A e BSR4 B UM B (151, A 8K
5| 5T R A REAS T M S, 7R A I
RECU N IR B B I HE R

FER Ok, AR S Hr DP3SD J7 v AH# T HAl 7 12 52
PR VA R 0 I PR . DP3SD 3 3t ) R o )G A A
Sk 5l B B AHR BE A (R A A1 AL, REAE T A Rl G | T2
Mt A, NPT DPSGD. b4k, DP3SD i i HUGE EEL
5 I AFRELE , (B RRAE L VR T = MER I, IR 2 0%
AT BB MRS 5 R AR IS L, TR TH TAAY RO
5 DPKD AN[A], DP3SD J7 ¥k Jo s TEFAA Adia 4 L il 25
FOUMA A B T AN BR AL AR . AT DPEMA,
DP3SD 7E 8 AN I 2 B2 [ 38 N7 i DA R () RG Ar  H 2
AT TSGR, 835 T AR AR
4.3 SEFM

A5 VP4l DP3SD 1k i A S R0 R RE Y 52
Wi XSS EA G R o, B R o, BRI S
Bor, 2F AR E S 80, 1F CIFAR-10 B0 % R R
DP3SD J7 i [ 5L 50 2

ik 4(a) s, 5 250 o fE 0.1~0.6 BHEFFAI X o
FE L IFTE 0.3 Bk BEAE . B IRAF- i R A S S B RER
£, A A 2R 8t 2 S EOERR R, X R R
SR A 2R 00 S ISR () B Ak R A



3316 H, + ~ 1R 2025 4
1.0 0.70 _._ U”#‘k%
—— R
5 095 0.65 ,»’.-_-—.\“~~_._
E;: 0.90+ E o
0 10 20 ;é(:k 40 50 60 -
((l) Mnlst;{k&ﬁ% 0.1 0.2 0»;&,@]%&24 0.5 0.6
(a) VA ZH B AL S
. " -0- Ik
£ - R
é 065 ,_____..~~
&
: 0 10 20 !;‘(;k 40 50 60
(b) Fashion Mnist Z(45 4
030 1 2 3 4‘ 5 6
ol W R
i (b) W75 Z A o AE Akt
g 0501 0.68
§ 0ssr g -®- %tk
z z;us) ; —— i
Uj: ! _-0
0.20 . . . . . I | ! T | M i _ P ~\‘_
0 10 20 30 40 mio 6 70 80 9 100 E 064 ’,)“ ==y
(¢) CIFAR-10 ¥¥E4: m"
B3 AR MRS B I 2R it i AR Ak 3
AN 4(b) 7% , W HUAEE o F o A28 e . T e
B . B R o JOE T RIS (c) M g 725
T TR S o B/INAY o S RIS s A () B R
R I 0 0 0 AR B3 T R A 5 T B
o SUVFHEAT T Z2 U1 Gh A 800, (A R 1 M P i) e 2 b0 A 066 -+ == Tenting Accurzey
85 R . .
R 2 5 S M OMRTE 1 2 R i S 0 e,
N N T . — N [ 3 —_—
W e, (AR 2~ 7 HHHERT T 5500, TPl 4 B . ey _/_/'\-\_\:
ol o AR A A B T RN T “r
SEEUE SR AT RS . Y 1, = S AR B A, e » i
TETL FESFI AL RS Z (B 2] T RGP A e 0]0%%;: D
T RE S8 o S A AT AL i L 40 A1 s i P %) i (d) 242 A 5L 2 A B
S ARSCEESLR P22 T o BUEYE R 0.01~0.4, 40
— g y N - PR X M SR HAb S EAE S 2% (E
Pl 4(d) s . AR R 2 T O B L 6 1 i e 1’0?;’;;&%?%“5'%“*“
HER 2], Fa > by W 7 5| A A ARARE 58 T fry s . 52 ) ‘
WL Yo = 0.1 B BV R AR BEREE R s 4.4 THEESERE

P IRGRE 1 =2 ) 572 B L 4 ) -

T R M BRAR AR SCHRE Y DP3SD v H A A



o9 1

OBR IG5 - ST - 1 A AR TR Y 22 0 B RA TR 2 ) J5 ik 3317

PR B, AN SCHE FashionMnist 8088 % F A7 T4
Rl S50, BRGEAT T T Fi B 3 S A0 R RN 1 2 TR A A )
B R 1) LA ) . 7 58 4 A3 e 5 SR R 2k rh
FIABARIRBE < 1R B A~ AR AR (9 % 1 38 50 A1
DT S8 iR Xof v A R 20 il 118 G 0, Ul e 22 2 G R M
AR D) . X — B A B TR A&
Btk SR e . P A e ZE TR R ] AR i
[ W i TSR3 ey PRI i T W I 2D | 1 NN
o I S O3] ] P ARDRS G 2R SR T AR AR X 2 ) 25 4 £
SRR T 3Rz ke .

R T VEAR K S ) AR SR Gk AR T
PR PR B AR T T B O A AR BE Y 84k
ERAR 27 . IH RS G0 245 SR W < s i P R 3 1
Bpxr e v R HA FURAE ], B & Rl RO et . H
oh, RBRT- R T B R R TS B S ] i, R AR
H 2R o 2] T SCE R MR E A . BT L T
TS g0 25 R SR I AR 22 40 B AL o 4 i AT T 2L A
X THBE R P BB 22 OC B

F2 BERHMAREAGHFIG

FosilE T e
J y 0.869 3
X y 0.864 2
J X 0.862 6
X X 0.861 3
5 #ig

ARSCHR T — Pl 25 70 BEORD 55 00 E 4 2%
AR M AR HESE , B 7 5 U RO 5 B FA R
PP . A SRR S AL ] - — T 1T, 2 AR AR
1o 22 53 B AAE A hy S0 R H £ 3L 11 B BRURL fR
B, I 1) PH ARGt 2 2 K o T A A A, A1 5%
AR RS A Bl , T4 THASE 2 ) 5 W 5 55—
7T 38 3 ARG A A D TR AR AT A 280 SR
50 e A 2 2 MR A 41 28 S ) ) 9 A SR K, I 1 220
B RN 7 X AT RE A B2 M) . R SR SRR I - RS
B Y B0 75 05 R A fo = A B A DR i AU 1 [ s 52 B
SR BRRA PR R OR BORIT S AT LASAR 2R AR AR T T Y
B 17 FPE P T LR T

S Sk

[1] SONG C Z, RISTENPART T, SHMATIKOV V. Machine
learning models that remember too much[C]//Proceedings
of the 2017 ACM SIGSAC Conference on Computer and
Communications Security. New York: ACM, 2017: 587-601.

[2] WANG L, THAKKAR O, MATHEWS R. Unintended mem-
orization in large ASR models, and how to mitigate it[C]/
ICASSP 2024 - 2024 IEEE International Conference on

Acoustics, Speech and Signal Processing. Piscataway: IEEE,
2024: 4655-4659.

[3] CARLINI N, TRAMER F, WALLACE E, et al. Extracting
training data from large language models[C]//Proceedings
of the 30rd USENIX Security Symposium. Berkeley: USE-
NIX Association, 2021: 2633-2650

[4] WANG L J, WANG J J, WAN 1], et al. Property existence
inference against generative models[C]//Proceedings of the
33rd USENIX Security Symposium. Berkeley: USENIX
Association, 2024: 2423-2440.

[5] DWORK C, MCSHERRY F, NISSIM K, et al. Calibrating
noise to sensitivity in private data analysis[C]//Theory of
Cryptography. Berlin: Springer, 2006: 265-284.

[6] L1Z, WU Y T, CHEN Y H, et al. Membership inference at-
tacks against large vision-language models[C]//Proceedings
of the 38th International Conference on Neural Information
Processing Systems. New York: ACM, 2025: 98645-98674.

[7] ABADIM, CHU A, GOODFELLOW 1, et al. Deep learn-
ing with differential privacy[C]//Proceedings of the 2016
ACM SIGSAC Conference on Computer and Communica-
tions Security. New York: ACM, 2016: 308-318.

[8] TANG X Y, PANDA A, SEHWAG V, et al. Differentially
private image classification by learning priors from ran-
dom processes[C]//Proceedings of the 37th International
Conference on Neural Information Processing Systems.
New York: ACM, 2023: 35855-35877.

[9] NASRSAEED MAHLOUJIFAR M, MAHLOUJIFAR S,
TANG X Y, et al. Effectively using public data in privacy
preserving machine learning[C]//Proceedings of the 40th
International Conference on Machine Learning. Cam-
bridge: PMLR, 2023: 25718-25732.

[10] FURLANELLO T, LIPTON Z, TSCHANNEN M, et al.
Born again neural networks[C]//Proceedings of Machine
Learning Research. Cambridge: PMLR, 2018: 1607-1616.

[11] DWORK C, ROTH A. The algorithmic foundations of
differential privacy[J]. Foundations and Trends in Theo-
retical Computer Science, 2014, 9(3/4): 211-407.

[12] GENTRY C, HALEVI S. Implementing gentry’s fully-ho-
momorphic encryption scheme[C]//Advances in Cryptolo-
gy-EUROCRYPT 2011. Berlin: Springer, 2011: 129-148.

(13 ] XUZTE, BREL, XT38, 25 . e > s i B A HoR 0]
BAF2AAR, 2022, 33(3): 1057-1092.

LIU Y X, CHEN H, LIU Y H, et al. Privacy-preserving
techniques in federated learning[J]. Journal of Software,
2022, 33(3): 1057-1092. (in Chinese)

[14] MIRONOV 1. Rényi differential privacy[C]//2017 IEEE
30th Computer Security Foundations Symposium. Piscat-
away: IEEE, 2017: 263-275.

[15] GOPI S, LEE Y T, WUTSCHITZ L. Numerical composi-
tion of differential privacy[C]//Proceedings of the 35th In-



3318 I - ¢ 2025 4E
ternational Conference on Neural Information Processing scale[EB/OL]. (2022-06-16)[2025-02-20]. https://arXiv.org/
Systems. New York: ACM, 2021: 11631-11642. abs/2204.13650.

[16] Jr /=, SR, 08, 45 . 38T A4 s X Bt M 26 1) 22 43 B R [23] ALTSCHULER J M, TALWAR K. Privacy of noisy sto-
Bede A [T, B AR, 2020, 48(10): 1983-1992. chastic gradient descent: More iterations without more priva-
FANG C, GUO Y B, WANG N, et al. Differential private cy loss[C]//Proceedings of the 36th Conference on Neural In-
data publishing method based on generative adversarial formation Processing Systems. San Diego: NeurIPS, 2022:
network[J]. Acta Electronica Sinica, 2020, 48(10): 1983- 3788-3800.

1992. (in Chinese) [24] BOENISCH F, MUHL C, DZIEDZIC A, et al. Have it your

[17] Feifae, FHER . T HURFAEAHDCH AN B & R 22 7 B A way: Individualized privacy assignment for DP-SGD[C]/
BUTREE 22 2] i [0]. o 2441, 2024, 52(6): 1963-1976. Proceedings of the 37th Conference on Neural Informa-
KANG H Y, WANG X S. Research on the deep learning tion Processing Systems. San Diego: NeurIPS, 2024: 8-12.
method based on data feature relevance and adaptive dif- [25] DENG L. The MNIST database of handwritten digit im-
ferential privacy[J]. Acta Electronica Sinica, 2024, 52(6): ages for machine learning research [best of the web] [J].
1963-1976. (in Chinese) IEEE Signal Processing Magazine, 2012, 29(6): 141-142.

[18] HINTON G, VINYALS O, DEAN J. Distilling the knowl- [26] XTIAO H, RASUL K, VOLLGRAF R. Fashion-MNIST:
edge in a neural network[EB/OL]. (2015-03-09)[2025-02- A novel image dataset for benchmarking machine learn-
20]. https://arXiv.org/abs/1503.02531. ing algorithms[EB/OL]. (2017-08-25)[2025-02-20]. https:

(191 ke, B9, VS, 4 S5 TR A 28 R B A I /farXiv.org/abs/1708.07747.

Fo2 2[00, L F274), 2025, 53(1): 259-269. [27] KRIZHEVSKY A. Convolutional deep belief networks
LIU S, LUO Y Y, XU J P, et al. Low-cost federated learn- on CIFAR-10[EB/OL]. (2010-12-21)[2025-02-20]. https://
ing based on lightweight self-distillation[J]. Acta Elec- www.cs.utoronto.ca/~kriz/conv-cifar10-aug2010.pdf.

tronica Sinica, 2025, 53(1): 259-269. (in Chinese) [28] FLEMINGS J, ANNAVARAM M. Differentially private

[20] KIM K, JI B, YOON D, et al. Self-knowledge distillation knowledge distillation via synthetic text generation[C]//
with progressive refinement of targets[C]//2021 IEEE/ Findings of the Association for Computational Linguis-
CVF International Conference on Computer Vision. Pis- tics ACL 2024. Stroudsburg: ACL, 2024: 12957-12968.
cataway: IEEE, 2022: 6547-6556. [29] TRAMER F, BONEH D. Differentially private learning

[21] SHEJWALKAR V, GANESH A, MATHEWS R, et al. Re- needs better features (or much more data)[EB/OL]. (2021-
cycling scraps: Improving private learning by leveraging 02-18)[2025-02-20]. https://arXiv.org/abs/2011.11660.
intermediate checkpoints[EB/OL]. (2024-09-17)[2025-02- [30] PAPERNOT N, THAKURTA A, SONG 8, et al. Tem-

[22]

20]. https://arxiv.org/abs/2210.01864.
DE S, BERRADA L, HAYES J, et al. Unlocking high-ac-
curacy differentially private image classification through

EEEN

BEUE B ,19924E 6 J A TR A4S
JET . Bk P E RO S5 B B i e A
ERWITEIT 0 HREEE T B FA R
E-mail: zhaodengfenglnu@163.com

BERHE 55,1994 4F 11 A A FBr A
Ll . PO ROR2E(E BB i Lo A
TG TT 0 IR IE % 2] AR
E-mail: 2021000907 @ruc.edu.cn

pered sigmoid activations for deep learning with differen-
tial privacy[J]. Proceedings of the AAAI Conference on
Artificial Intelligence, 2021, 35(10): 9312-9321.

BER  &,197949 A A FIbE A%
JET . R N RO A5 B B B A
S0 . EEFIT N TR R Hldeei T

E-mail: zhaosuyun@ruc.edu.cn

BE 4 r,19654F5 A HVETITIA ik
i B E R K2 AE B 2B AR
Uil IR T o KB | B PR A

E-mail: chong@ruc.edu.cn



